No: SNEA/CHQ/DIR CFA/2015-18/04                 Dated 16th August, 2017.

To

Shri N K Mehta,

Director (CFA), 
BSNL Board, New Delhi.

Sub: Cyber attack on ADSL modems and the Poor Quality of ADSL Modems supplied by Supernet, Syrma etc. Future procurement should be made bare minimum, from branded suppliers only. Need to examine whether BBNW failed to protect the network from cyber attack:
Respected Sir,
We are constraint to draw your kind attention regarding the recent cyber attack on the ADSL Modems and the poor quality of ADSL Modems supplied by BSNL: 
The recent cyber attack on BSNL BB network, especially on lakhs of ADSL modems is an eye opener for BSNL to take corrective steps.  The failure of BBNW to protect its network from cyber attack and their failure in anticipating such attack is to be thoroughly examined/ investigated. Whether BBNW was not aware of the fact that lakhs of BB modems deployed in BSNL network can be remotely accessed? What precaution BBNW had taken for this? We demand a fare investigation in this regard, atleast for taking corrective action.
The quality of Broadband modems supplied to the field units is very poor, especially of Supernet and Syrma make and this is one of the major reasons for poor growth, increased number of faults and resultant closure of BB connections in BSNL. Everybody in BSNL knowing the fact that the owner of M/s Terracom and M/s Supernet is one and the same and when M/s Terracom was blacklisted for poor quality, necessary checks should have done at the tender stage itself to keep M/s Supernet outside the tender process. Officers in the field units were forced to sell these substandard modems to the customers with new broadband connection. Even explanations were called from field units by the management for poor utilization of these substandard ADSL modems. 
The poor quality of the BB Modem was brought to the notice of higher authorities. Surprisingly, instead of rejecting the whole lot and blacklisting the suppliers/vendors, BSNL management gone ahead with the purchase and forcibly sold it to the customers. Due to these substandard modems, the Company has lost its reputation, credibility, goodwill, customers and revenue. The total loss should be assessed and responsibility should also be fixed on this very serious issue. 
For the future, 
1. The BSNL order forcing the customer to buy the BSNL modems should be withdrawn in the interest of the Company. Customer should be allowed to purchase the modem of his choice. As done earlier, empanelment of suppliers can be done. BSNL will be free from the burden of maintenance of Modems and customer complaint. It was successfully implemented in many Circles. Branded wireless ADSL modems are available in the open market for less than Rs.1500/-
2. Procurement should be made bare minimum. Those units could not be able to get the support of empanelled vendors only should be supplied with the modem.

3. Good quality branded modems with 3G inbuilt data card should be procured. 

With regards, 
(K. Sebastin)

Copy to: 
1. Shri Anupam Shrivastava, CMD, BSNL for information please. 
2. Shri Munindranath, CGM, BBNW for information please.

